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Christopher P. Skroupa: Are cyber security issues a C-Suite or I.T. problem, or do they
expand beyond one focus?
Rich Frankel: Cyber security
is an issue for everyone in all
organizations, large or small.
However, when you specifically
talk about a CEO and the C-Suite,
cyber security is – after some time
– definitely an issue that they need
to be fully aware of, and involved
in when cyber security related
decisions are being made.
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and the majority of his career has been with the FBI. Serving as
Of Counsel at Ruskin Moscou Faltischek P.C., Frankel’s practice
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The CEO, C-Suite and Board all have a much higher potential for being held liable,
both personally and corporately, if they don’t take the required due diligence and
reasonable steps to make sure that the firm is protected from cyber security actors.
That wasn’t always the case.
Nicole Della Ragione is an Associate at Ruskin Moscou

Faltischek, P.C., where she is a member of the firm’s Health
Law Department, Cyber Security and Data Privacy Practice
Group and the White Collar Crime and Investigations Practice
Group. Since joining the firm, Della Ragione’s practice has
focused in the cyber security arena as well as federal and
state litigation. She has been engaged in numerous cyber
security engagements ranging across industries and of all
sizes. Her work includes advising businesses based on their
level of cyber-preparedness and conducting risk and threat
assessments, incident response planning and more.

Nicole Della Ragione: Beyond the fiduciary
obligations of the C-Suite, we’re starting
to see regulations take a turn to putting
affirmative responsibilities onto the
C-Suite. A good example of that is the new
New York Department of Financial Services
Cyber Security Regulation, which requires
a member of senior management to sign
a certification to the Superintendent of the
Department of Financial Services stating
they are in compliance with the law.

There are enforcement provisions in that specific regulation if they lie, or have not
done their due diligence to ensure that they’re accurately filling out the certification.
As with any sort of certification to the government, there are false claims act liability
that comes with it. So, not only do we have the standard liability issues due to the
fiduciary obligations of the C-Suite, we’re now starting to see regulations actually
take a turn and put affirmative obligations onto the C-Suite.
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Frankel: That’s why we’re actually seeing, in many organizations that we’ve dealt
with, the Chief Information Security Officer has direct reporting in many instances
to the C-Suite itself, and at times to the CEO so they can show that they’ve taken,
at the very least, reasonable steps to handle all cyber security matters.
Skroupa: How do cyber security issues impact leadership ability to fulfill its
fiduciary duties?
Frankel: When a breach happens, it really comes down to asking, “Who is charge
of handling that breach?” How is the company responding to the breach? Is it an
all-encompassing look by the firm to see how it happened? How do they protect
against it in the future?
Just letting a breach happen, and then going in and correcting that issue itself is
not enough anymore. Relating their fiduciary duty to the firm, they’ve got to go in
and correct that matter, see how it happened, ensure that it never happens again
and most likely have a security assessment done by a reputable firm. Then make
reasonable efforts to correct the errors that are found. Again, just by delegating this
down is not enough anymore.
The CEO and the C-Suite are now going to have be involved in the decision
making to make sure that those corrections and the reasonable steps to ensure
that cyber security breaches don’t happen moving forward.
Della Ragione: We’ve actually seen in real time now the sorts of problems the
C-Suite will run into when they’re not kept properly apprised of data breaches
that occur at their companies. A good example of that is what’s happening over
at Equifax right now. We have members of the C-Suite who sold some stock,
supposedly without knowledge of the data breach, and now there’s security fraud
issues and other issues arising out of the accused C-Suite supposedly not knowing
about a data breach.
Skroupa: What threat does spear phishing pose to a company, and how large or
worrisome is it?
Frankel: What we’re seeing is a lot of companies are aware of spear phishing, but
it still poses a great threat. In fact, we’ve seen – in real-time again – how CFOs and
CEOs think that they’re talking to each other, and in the end they’re getting ripped
off. We’ve had one company, that I’ve just dealt with in the last week, that was
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ripped off for hundreds of thousands of dollars because the CFO thought that he
was speaking with the CEO, and so the CFO made significant wire transfers.
To be quite frank, there was another company that we dealt with that did the
correct protocols and did a two-factor or factor authentication, in other words as
soon as the Administrative Assistant got the word to wire some money she called
the CEO and asked if she should follow through on that. The CEO didn’t know what
she was talking about, and told her not to wire any money.
Della Ragione: In our technological time a lot of people have forgotten that
the easiest way to prevent a lot of fraud that we’re seeing, especially with spear
phishing, is really just to pick up the phone. No one seems to want to talk to each
other on the phone anymore, which is really only aiding in the increase of these
spear phishing attacks, and how successful they are in acquiring money through
these types of attacks.
Now we’ve seen the most effective way to stop a spear phishing attack for some
type of wire fraud is for people to pick up the phone and double check. Did you
want me to wire $200,000 to this account that we’ve never wired money to
before? It’s a quick easy way to stop that type of attack.
Skroupa: What would you both say is the next step for evolving the cyber security
landscape?
Frankel: It’s bringing the C-Suite fully into cyber security. We do know that cyber
security is not the only thing they need to deal with, of course they need to deal with
a whole host of corporate matters that the CEO and other members of the C-Suite
would normally have to deal with, but now cyber security is one of those matters.
It can’t be pushed off or delegated down. As Nicole said on Equifax, it could be in
that case or in something else, we’re going to see C-Suite individuals across many
companies be held both corporately and possibly personally liable for the breaches
that have occurred, and we can only see it getting worse.
Della Ragione: Something that is really important that companies are starting to
learn is there really is a difference between cyber security and I.T.
Your general I.T. infrastructure, and your general I.T. team usually don’t have the
capabilities that an expert in cyber security would. So I think it’s really important
for companies to understand that they may need to have additional cyber security
protections in place in addition to the I.T. resources that they may already have.
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